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vlan RSR20-X 1

Ruijie#configure terminal

Ruijie(config)#hostname RSR20-X 1 - ! u e wp RSR20-X_1b

RSR20-X_1(config)#vlan 150 -, a1 f vlan 150

RSR20-X_1(config-vlan)y#¥name PRD —>VLANe E 0D PRDb
RSR20-X_1(config-vlan)#interface vlan 150 -vlan1500is P i ~

RSR20-X_1(config-if-VLAN 150)#ip address 192.168.150.1 255.255.255.0 > vlan 15001 #~ § x

RSR20-X_1(config-vlan)#vlan 160 -, a n 3 vlan 160

RSR20-X_1 (config-vlan)# name OA >VLANE E wp RDb

RSR20-X_1 (config-vlan)#interface vlan 160 ->vlan160d%is P A
RSR20-X_1(config-if-VLAN 160)#ip address 192.168.160.1 255.255.255.0 > vlan 160@%i “~ § x

RSR20-X_1 (config-vlan)# vlan 170 -, a vlan 170
RSR20-X_1 (config-vlan)# name Mon ->VLAN® E wp Prgb
RSR20-X_1 (config-vian
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vlan RSR20-X 2

Ruijie#configure terminal

Ruijie(config)#hostnameRSR20-X 2 > ! U ® mwp RSR20-X_1b

RSR20-X_2(config)#vlan 150 -, a1 f vlan 150

RSR20-X_2(config-vlan)#name PRD —>VLANe® E wp PRDb

RSR20-X_2(config-vlan)#interface vlan 150 -vlan29 0 720 540 reW*nBT/F5 14.04 Tf1 0 0 1 381.4
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vlan RSR20-X_ 1 RSR20-X 2

RSR20-X_1(config)#interface range GigabitEthernet 1/2 -11 - < GigabitEthernet 1/2 1/11
RSR20-X_1(config-if-range)#switchport access vlan 150 >N Pi £  3yvlan 150
RSR20-X_1(config-if-range)#exit

RSR20-X_1(config)#interface range GigabitEthernet 1/12 -21 - *uGigabitEthernet 1/12 1/21
RSR20-X_1(config-if-range)#switchport access vlan 160 >N Pi £  3yvlan 160
RSR20-X_1(config-if-range)#exit

RSR20-X_2(config)#interface range GigabitEthernet 1/2 -11
RSR20-X_2(config-if-range)#switchport access vlan 150
RSR20-X_2(config-if-range)#exit

RSR20-X_2(config)#interface range GigabitEthernet 1/12 -21
RSR20-X_2(config-if-range)#switchport access vlan 160
RSR20-X_2(config-if-range)#exit

RSR20-X_2(config)#interface range GigabitEthernet 1/22 -23 - ,GigabitEthernet 1/22  1/23
RSR20-X_2(config-if-range)#switchport access vlan 170 >N Pi £ 3yvlan 170
RSR20-X_2(config-if-range)#exit
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RSR20-X_ 1 RSR20-X 2

RSR20-X_1(config)#interface AggregatePort1 > &1 T 1 £
RSR20-X_1(config-if-AggregatePort 1)#switchport mode trunk >N & %A @ wtrunk
RSR20-X_1(config-if-AggregatePort 1)#switchport trunk allowed vian remove 1-149,151-159,16.
4094 >E 1 vlan 1501 1606%5QQ [

RSR20-X_1(config-if-range)#exit

RSR20-X_1(config)#interface range GigabitEthernet 1/0 -1 > 3,GigabitEthernet 1/ 1/1
RSR20-X_1(config-if-range)#switchport mode trunk >N i % ¥A @ w% trunk
RSR20-X_1(config-if-range)# port-group 1 —=>Ni %71 JAggregatePort 1
RSR20-X_1(config-if-range)#exit

RSR20-X_2 J U mp2 i
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RSR20-X_ 1 RSR20-X 2

RSR20-X_1(config)#interface GigabitEthernet 0/0 -> v 14 | i #
RSR20-X_1(config-if- GigabitEthernet 0/0)#ip address 62.12.3.12 255.255.255.240>  IP
RSR20-X_1(config-if- GigabitEthernet 0/0)#dldp 62.12.3.11 interval 200 retry 3

> JDLDPr24 5 dx 2N ping 6212311 K1 b3 s4 11 A£Nh down
i £downa 1t N A 2\ ping 62.12.311 &1 b 3% sd&1 1 £« UPT 6
RSR20-X_1(config-if- GigabitEthernet 0/0)#description To-PRD »> Ji A#w 3 U

RSR20-X_2(config)#interface GigabitEthernet 0/0 -> v 14 | i £
RSR20-X_2(config-if- GigabitEthernet 0/0)#ip address 123.56.76.9 255.255.255.240-> J IP
RSR20-X_2(config-if- GigabitEthernet 0/0)#dldp 123.56.76.10 interval 200 retry 3

> JDLDPsz 4 s 4y 2\ ping 12356.76.10 K1 b 3 s4 11 £Nh down
i Adowna 1§ A A 2
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VRRP RSR20-X_2

RSR20-X_2(config)#interface vlan 150
RSR20-X_2(config-if- VLAN 150)#vrrp 150 ip 192.168.150.100
>  WUXA1wm100i EVRRP3sx s 4  WUX4 H200 1 1 £o0 & mvrrp3

RSR20-X_2(config)#interface vlan 160

RSR20-X_2(config-if- VLAN 160)#vrrp 160 ip 192.168.160.100
RSR20-X_2(config-if- VLAN 160)#vrrp 160 priority 115
RSR20-X_2(config-if- VLAN 160)#vrrp 160 track 123.56.76.10 20
RSR20-X_2(config-if- VLAN 160)# vrrp 160 preempt delay 60
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OSPF RSRZO—X_Z

RSR20-X_2(config)#route-map con permit 10 >, a® wcon®: * g1 772 OSPF A u W
RSR20-X_2(config-route-map)#match interface VLAN 150 »>¥ interface vlan 150i #1 o1 f A

RSR20-X_2(config)#router ospf 100 -> . OPSF 100

RSR20-X_2 (config

OSPF

RSR20-X_2 (config-
RSR20-X_2 (config-

RSR20-X_2 (config

S X OSPFi

-router)#network 123.56.76.0 0.0.0.15area 6 >Ni [ i ~gi0/0 <vospfns 6
RSR20-X_2 (config-
RSR20-X_2 (config-

router)# network 192.168.160.0 0.0.0.255 area 6 eN N3 Jdoig x4 JOSPF
router)# network 192.168.170.0 0.0.0.255 area 6 >N y NiBig x 47 3

router)#passive-interface VLAN 150 %N_ interface vlan 150 J m 1A
router)#passive-interface VLAN 160 —>N interface vlan 160 J % 1A

-router)#passive-interface VLAN 170 >N interface vian 170 J % 1A
RSR20-X_2 (config-
RSR20-X_2 (config-

router)#area 6 nssa >NnN3 6 J wnssan 3 _
router)#redistribute connected route-map con subnets >N+ f { (vlian 150)2
N AEOSPF p k RSR20-X 2e ~ @i 3 4 * @84 X 1 H> kK RSR20-X_ 1 X C

AU
MANANDR A ABEQQK RSR20-X 1 ¢ VX' n3 A
RSR20-X_2 (config-

router)#exit
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AAA Radius RSR20-X_1

QoS

RSR20-X_1(config)#aaa new-model >Ak AAAI T
RSR20-X_1(config)#aaa group server radius 8021x -, a4 ® mw8021xw®iradiusOn # 4
RSR20-X_1(config-gs-radius)#server 10.1.1.1 —>f 1 722 802.1x oeiradius’On 10.1.1.1
RSR20-X_1(config-gs-radius)#server 10.1.1.2 —>f 1 7272 802.1x oiradius’On 10.1.1.2
RSR20-X_1(config-gs-radius)#exit
RSR20-X_1(config)#radius-server host 10.1.1.1 key hzsd = J radiusMi ©ikeyl % hzsd
RSR20-X_1(config)#radius-server host 10.1.1.2 key hzsd = . radiusMi ©ikeyl % hzsd
RSR20-X_1(config)#aaa authentication dotlx default group 8021x none - J 802.1x0s;
| © medefaulti radiusOn+ T ¢ m8021xradius 4 1 b ' radius4 A @ifOon+ j | AU E B
N 3 1 € nonel
RSR20-X_1(config)# dotlx authentication default >"Yh 802.1x/7 default
RSR20-X_1(config)#aaa authentication login default local >mwvty” e  J w3 (local) ¢ A
kK AAAC | vtyoi A | T radiust b ' radiusi = Gwtelnet sshMT A J e N1 Np|°

1 ¢
RSR20-X_1(config)#username ruijie password admin - | 7272 telnet ssh™ e @1 Ae [ x 7 °
e wruijiel [ wadmin

RSR20-X 2 J U mpa i o
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802.1x RSR20-X_ 1 RSR20-X_2

RSR20-X_1(config)#interface range gigabitEthernet 1/2 -21 - 3,gigabitEthernet 1/2 ~1/21
i £
RSR20-X_1(config-if-range)#dotlx port-control auto >A k 802.1x

RSR20-X_2(config)#interface range gigabitEthernet 1/2 -23 - *ugigabitEthernet 1/2 ~1/23
i £
RSR20-X_2(config-if-range)#dotlx port-control auto >A k 802.1x

B S A e e e W VAR H SR O 0



802.1x RSR20-X_ 1 RSR20-X_2

RSR20-X_1(config)#security src-mac src-mac-single 0001.1111.1111 - macs x

0001.1111.1111 4 41 802.1X ol 1 VAN

RSR20-X_1(config)#security dest-ip free-ip 10.1.1.100 > 5 1 4 1 j 1X o !

10.1.1.100

RSR20-X_1(config)#security global >Ak G = 1T & Umb'=® J1 Qi bAU m,
j 1wl

RSR20-X 2 ¢  Ju gz RSR20-X 11
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QoS RSR20-X 1

RSR20-X_1(config)#access
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QoS RSR20-X_2

RSR20-X_2(config)#access-list 150 permit ip 192.168.150.0 255.255.255.0 any
RSR20-X_2(config)#access-list 160 permit ip 192.168.160.0 255.255.255.0 any
RSR20-X_1(config)#access-list 170 permit ip 192.168.170.0 255.255.255.0 any
RSR20-X_2(config)#class-map match-all PRD
RSR20-X_2(config-cmap)#match access-group 150
RSR20-X_2(config-cmap)#class-map match-all OA

RSR20-X_ 2(config-cmap)#match access-group 160
RSR20-X_2(config-cmap)#class-map match-all MO

RSR20-X_ 2(config-cmap)#match access-group 170
RSR20-X_2(config-cmap)#exit

RSR20-X_2(config)#policy-map hzsd

RSR20-X_2(config-pmap)#class PRD

RSR20-X_ 2(config-pmap-c)#bandwidth percent 40
RSR20-X_2(config-pmap-c)#class OA

RSR20-X_2(config-pmap-c)#priority percent 30
RSR20-X_2(config-pmap-c)#class MO

RSR20-X_2(config-pmap-c)#priority percent 20
RSR20-X_2(config-pmap-c)#exit

RSR20-X_2(config)#interface gigabitEthernet 0/0

RSR20=X_2({config-i —G|gab|tEthernet 0/0)#traffic-shape rate -

RSR20-X_Ztconfig4f-Gigabit “thernet et 0/0)#service-policy output hzsd
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{ i
i>_> LFE
RSRZO—X_l RSR20-X 2
RSR20-X_1(config)#spanning-tree Ak 4 & | R MSTP
RSR20-X_1(config)#interface range gigabitEthernet 1/2 -21 - 3,gigabitEthernet 1/2 ~1/21i -

y
RSR20-X_1(config-if-range)#spanning-tree portfast 21 4 Y1 e n3y 1 f = ¢ o A& )
portfast¥A

SNMP
RSR20-X_1(config)#snmp-server community abcsh05ro - | SNMP/1 N @ip y E wabcsh05

RSR20-X_1(config)#end
RSR20-X_1#write

" X RSR20-X 2 J U ma i
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VLAN
Ruijie#configure terminal
Ruijie(config)#hostname RSR20-X - { U ® xp RSR20-XD
RSR20-X (config)#vlan 150 >, a i r
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RSR20-X (config)#interface GigabitEthernet 0/0 -> uv 14 1 i %~
RSR20-X (config-if- GigabitEthernet 0/0)#ip address 62.12.3.12 255.255.255.240> J IP
RSR20-X(config-if- GigabitEthernet 0/0 )#exit

RSR20-X(config)#router ospf 100 -> . OPSF 100

RSR20-X (config-router)#network 62.12.3.0 0.0.0.15 area6 >Ni [ i £ gi0/0 <vospfn: 6
RSR20-X (config-router)# network 192.168.150.0 0.0.0.255 area 6 >N n 3 J @i x 4~ JVOSPF
RSR20-X (config-router)# network 192.168.160.0 0.0.0.255 area 6 >N gl x 4 JVOSPF
RSR20-X (config-router)#passive-interface VLAN 150 >N interface vlan 150 J m 1A
RSR20-X (config-router)#passive-interface VLAN 160 >N interface vlan 160 J 1A

Xanfia
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AAA Radius
RSR20-X(config)#aaa new-model >A k AAAI T
RSR20-X(config)#aaa group server radius 8021x -, a® mw8021xwiradiusOn H 4
RSR20-X(config-gs-radius)#server 10.1.1.1 —>f§ 7 72z 802.1x osfradius’On 10.1.1.1
RSR20-X(config-gs-radius)#server 10.1.1.2 —>§ 1 722 802.1x osfradius’On 10.1.1.2
RSR20-X(config-gs-radius)#exit
RSR20-X(config)#radius-server host 10.1.1.1 key hzsd = J radiusMi ©ikeyl mhzsd
RSR20-X(config)#radius-server host 10.1.1.2 key hzsd = J radiusMi ©ikeyl mhzsd
RSR20-X(config)#aaa authentication dotlx default group 8021x none - | 802.1x08!
| ¢ mdefaulti radiusOn+ T e m8021xradius 4 1 b ' radius4 A @fOon+ j |
T AN = 1 € nonel
RSR20-X(config)# dotlx authentication default >"Yh 802.1x/E7 default
RSR20--
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802.1x

RSR20-X(config)#interface range gigabitEthernet 1/0 -23 - <3,gigabitEthernet 1/0 ~1/23i
£ )

RSR20-X(config-if-range)#dotlx port-control auto >A k 802.1x
RSR20-X(config-if-range)#dotlx mac-auth-bypass multi-user -> | Ak MABI A1 macA
T Ae S L
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QoS
RSR20-X(config)#access-list 150 permit ip 192.168.150.0 255.255.255.0 any
9
121 hno

= B S S S o e W N A AL R O T

A B -



U

- i v J¢

\ ;]49" Z\mjg“ \\8021XG°U : Sjgm
. ) il —

RSR20-X(config)#spanning-tree Ak 1 & " | W MSTP
RSR20-X(config)#interface range gigabitEthernet 1/0 -23 - 3,gigabitEthernet 1/0 ~1/23i
£ )

RSR20-X(config-if-range)#spanning-tree portfast 21 41 e N3 1 f = C i £ )
portfast¥A

SNMP

RSR20-X(config)#snmp-server community abcsh05ro > J SNMP/ N @p y E wabcsh05

RSR20-X(config)#end
RSR20-X#write
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RSR10-X/20-X®CE ' | /b@N A/ OJd A BIPE ¢ |
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PE

Ruijie(config)#interface gigabitEthernet 0/0 > i 1 1 &

Ruijie(config-if-GigabitEthernet 0/0)#ip address 10.10.1.2 255.255.255.240 > | T § X
Ruijie(config-if-GigabitEthernet 0/0)#exit
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Ruule(conflg)#lp route 10.10.0.0 255.255.0.0 gigabitEthernet 0/0 10.10.1.1 = J 0 * "Ha
E 10.10.0.0/241 N BFQQx gigabitEthernet 0/0i £ A N PE ¢ & 10.10.1.1
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DHCP

Ruijie(config)#ip dhcp pool vlan150 =, & DHCPs x — 1 ® wvlan150e & ! s h 6
Ruijie(dhcp-config)#network 192.168.150.0 255.255.255.0

2sXx-T AsXx, hm
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SNMP

TYyum Xt ! vaTHl & J & hA

Ruijie(config)#end
Ruijie#write

/- _ -

o= e R AR e e e W W AR AR O




| D>DONv AR EFf Z71 --AWMCE !

RSR10-X/20-XiMCE ¢ | /bON A/ OJd A GEHPE t W
RSR10-X/20-X f 4 mPEAT 1 3 t BT 1 & ° Di £h X" AVRF

-,Q’?'Qe l_IJ
RSR10-X/20-Xwj A T Aweé M1 &1 VY
RSR10-X/20-XAE1 6 +*/ *' B8 MgdQQ A

Jvlan = vland HLg x Y

JDi £mi T PE t Mi @) £y
J VRFY

J 0 * Yb PE
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VRF

Ruijie#configure terminal
Ruijie#(config)#ipvrfl >, a4 VRFI ® M wp 1b

PISISIS)

Ruijie(config-vrf)#exit

Ruijie#(config)#tipvrf2 >, a VRFI ® M wpD 2b
Ruijie(config-vrf
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VLAN

Ruijie#(config)#vlan
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Ruijie#(config)#interface GigabitEthernet 0/0.150 >, A4 Di £ | AAN I s h &1 smvlanidi w
Ruule(conflg iIf-GigabitEthernet 0/0. 150)#encapsulat|on dotlQ 150 >M vlan 1501 lwé
W& QQe 1 £ vlanid = lvlan 7 1t @a'H 9PEM O M ~ a vlanid
Ruijie(config-if-GigabitEthernet 0/0.150)#ip vrf forwarding 1 >N i & 3 wvrf 1a
Ruijie(config-if-GigabitEthernet 0/0.150)#ip address 10.10.150.2 255.255.255.240

> i £5x1 AWMBPEAT Gy x
Ruijie(config-if-GigabitEthernet 0/0.150)#exit

Ruijie#(config)#interface GigabitEthernet 0/0.160 >, 4 Di £ | AAN I 5 h &1 mvlanidi w
Ruule(conflg if-GigabitEthernet 0/0. 160)#encapsulat|on dotlQ 160 >M vlan 1601 2w e
w8 QQe i £ vlanid = 2vlan 7 1 a'H APEM O M ~ avlanid
Ruijie(config-if-GigabitEthernet 0/0.160)#ip vrf forwarding 2 >N i £ 3 vrf 2a
Ruijie(config-if
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Ruijie#(config)#ip route vrf 1 10.10.1.0 255.255.255.0 10.10.150.1

> JVRF1%i & ' | 10.10.150.1w% PE/bMCEAT 8l

Ruijie#(config)#ip route vrf 2 10.10.2.0 255.255.255.0 10.10.160.1

> JVRF2@: & ' | 10.10.160.1w% PE/bMCE T ©8i

Ruijie#(config)#end
Ruijie#write >3¢é
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DHCP

Ruijie(config)#ip dhcp pool vlan150 =, & DHCPs x — 1 ® wvlan150e & ! s h 6
Ruijie(dhcp-config)#network 192.168.150.0 255.255.255.0

25 %x -1 AS X, hm192.168.150.0/24
Ruijie(dhcp-config)#dns-server 10.10.1.100 —>
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Ruijie(config)#end
Ruijie#write
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VLAN

Ruijie#configure terminal

Ruijie(config)#vlan 150 -, a n 3 vlan 150

Ruijie(config-vlan)#name OA >VLANE E wp OAD

Ruijie(config-vlan)#interface vlan 150 >vlan150@is P i ~

Ruijie(config-if-VLAN 150)#ip address 192.168.150.1 255.255.255.0 »>vlan 15001 # g x
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Internet

Ruijie(config)#interface gigabitEthernet 0/0 > U |
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NAT

Ruijie(config)#interface gigabitEthernet 0/0 - U | Internetd  ©J 4~
Ruijie(config-if- gigabitEthernet 0/0 )#ip nat outside —>%. mWNATY 11 #
Ruijie(config-if- gigabitEthernet 0/0 )#interfacet vlan 150 —-> <3, 3 @il i #
Ruijie(config-if- VLAN 150)#ip nat inside 2% mNAT/] 11 #

Ruijie(config-if- VLAN 150)#interface vlan 160 > 1 N L] i ~
Ruijie(config-if- VLAN 160)#ip nat inside 2% mNAT] 11 #

Ruijie(config-if- VLAN 160)#exit

Ruijie(config)# ip access-list extended 110 >, a4 "Ef ACL1 A N 110
Ruijie(config-ext-nacl)#10 permit ip 192.168.150.0 0.0.0.255any ¥ N3 A 4
Ruijie(config-ext-nacl)#20 permit ip 192.168.160.0 0.0.0.255 any
Ruijie(config-ext-nacl)#exit

Ruijie(config)#ip nat pool sdfc prefix-length 24 - a ® wp sdfch Ginat -
Ruijie(config-ipnat-pool)#address 210.12.5.2 210.12.5.2 match interface gigabitEthernet 0/0

>'QQx gigabitEthernet 0/0i £'H¢ 5 x w210.12.5.2
Ruijie(config-ipnat-pool)#exit

Ruijie(config)#ip nat inside source list 110 pool sdfc overload

ACL 110w SIQQ'Y ® imsdfciinat-"E s x 'O\ X S
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Ruijie(config)#interface gigabitEthernet 0/1 > 3L | w4 BBl #£
Ruijie(config-if- gigabitEthernet 0/1 )#ip address 10.1.1.2 255.255.255.252> | w41 @1 § X
Ruijie(config-if- gigabitEthernet 0/1 )#exit
Ruule(conflg)#lp route 10.1.0.0 255.255.0.0 gigabitEthernet 0/1 10.1.1.1
> E 10.1.0.0/16e O J A T BIQQx gigabitEthernet 0/11 £aA N O t 2(10.1.1.1¢

“
D41 VWYL A1 ¢ Z JIDIPSECOVERL2TPb G0 L2TPB1 JA|=7k!' va
h A A€ 3 J QVPNI i o IPSECb p VPDNb = p IPSEC/L2TP/GRES , A1
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Ruijie(config)#vpdn enable  >A k VPDNI |
Ruijie(config)# ip local pool p1 10.10.0.2 10.10.0.100 -> J L2TPoi AM § x —
Ruijie(config)#username test password test ->L2TPi ‘A¥ 'OVPDNH/AET @i ‘Ae = [ :test

Ruijie(config)#interface loopback 1 > | £g x 742 € VPDN ¥W—/7 o
Ruijie(config-if-Loopback 1)#ip address 10.0.0.1 255.255.255.255 >/bi AM T § %
Ruijie(config-if-Loopback 1)#exit

Ruijie(config)# interface Virtual-Template 1 - J Virtual-Templatei #
Ruijie(config-if-Virtual-Template 1)#ppp authentication pap chap - . PPP A A = PAPG CH
Ruijie(config-if-Virtual-Template 1)# ip unnumbered Loopback 1~ >J h T i ~
Ruijie(config-if-Virtual-Template 1)#peer default ip address pool p1 >J h § x -
Ruijie(config-if-Virtual-Template 1)#exit

Ruijie(config)#vpdn-group 1 —>. a4 VPDNA4 1
Ruijie(config-vpdn)#accept-dialin

Ruijie(config-vpdn-acc-in)#protocol I2tp  >“Yh VPDN8 & L2TP
Ruijie(config-vpdn-acc-in)#virtual-template 1 ~ >r 1 virtual-template
Ruijie(config-vpdn-acc-in)#exit

Rugm@j;nigg;%dn)#exit - _—
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QoS

Ruijie(config)#access-

121 llllb

o B o e (D TS P T
L e 4 o e mr— =




| Xv°H _ 1i3g JE €241 3
| W™ . vonsy N N
ITES, DN
f e v

Ruijie(config)#ip access-list extended 130 -, a ACL 1301 v S X

Ruijie(config-ext-nacl)#10 permitip anyany 2>V A®S X

Ruijie(config)#interface gigabitEthernet 0/0 - 3, | Internetd i #~

Ruijie(config-if- gigabitEthernet 0/0)# ip rate-control 130 bandwidth up 25 down 75
>MACL 130w 8§ X Xi €j 25KBytes/St i j 75KBytes/S
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